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1. lleaun u 3a1a4n OCBOEHHUS JUCIIUIIMHbBI

Llens mpenofaBaHusl AWCHMIUIMHBL BOOPYXHTH ACHHPAHTOB 3HAHWUSAMH MPUHIINIOB
MOCTPOCHHUS COBPEMEHHBIX M MEPCHEKTHUBHBIX TEIEKOMMYHHMKAIIMOHHBIX CETed C MaKeTHOH
TEXHOJIOTUEH Iepeiauu, XpaHeHUsI 1 00pabOTKN MH(POPMALUH.

3a1aun OCBOCHUS AUCUUIUINHBL:

1. O3nakoMuTbesi ¢ dtanamu passutus cereir ceszu: TrOII, THOIL; THOIT/ISDN/IN;

+CIIC; +VoIP; NGN (ycayru: +e-6usnec, +e-o0yuenue, +e-npaButesibctBo); SDN, SON, NFV,
ceTH 0e3 FpaHI/II_Il.

2.13yunTth HOpMATHBHBIE MIOKYMEHTHI W paboume mnpemnoxenus (RFC) cosmarorcs
pa3pabOTUMKOB ammapaTypbl, HAIMOHAIBHBIX W MEXAYHApOAHBIX CTaHIAPTU3IUPYIOIINX
oprauusarmii (IEEE, ETSI, ITU, 1ISO), comepkaiiux TeXHHYECKHE CICIM(DUKALINN H CTAaHIaPTHI,
CO3JIaHHBIE TIOJ1 ATUI0W OTKpbITOH opranuzanuu Oo6mectBo Murepuera (1ISOC).

3. U3yuuts npotokosel rpymmbl Cellular coToBoit CBsi3M M MPOTOKOJBI MOIACPIKKH
uHTepHeTa B cetax GSM.

4. V3yunth mpoTokonbl rpymmbl IP - Security: ayrenTuduKkanus MCTOYHHKOB [aHHBIX,
MpoOBEpKa W TOJJEpKaHUE LENOCTHOCTH s aatarpamMMm [P, 3ammra OT aTaku MOBTOPHOTO
BOCTpOM3BeNeHUs («mapmankay, replay attack), IP-cmydunra, koHduaeHIHaTbHOCTh MOTOKA
TAHHBIX, TeHEepallvs KII0YeH U Mo/IaBlIeHUe yrpo3s.

5. M3yunts mpotokoiel P Switching u Sigtran: yckopeHue CKOpOCTH Iepeaayw,
YBEIMYEHHUE TPOITYCKHON CIIOCOOHOCTH, NepekiroueHue [P-makeToB, 00xo1 MapHIpyTH3aTopoB,
WHCTPYKTUPOBAHME MPHIIETAIONIETO (COCETHEr0) y3i1a YToObl OH MPUCOSIMHUI METKY 2 CIIOSI K
yKazaHHOMY NoToKy IP; nepenaya nakeToB pa3anMyHbIX IPOTOKOJIO0B uepe3 [P-o0epTky B IP-ceTsx.

6. M3yunth mporokonbl SS7: BHekaHanbHas (out-Of-band) curHanmzamusi ¢ 1ENBIO
YCTAQHOBNICHUsI, Tapu(UKAMKM, MapUIpyTH3alUK  Tele(OHHbIX  COEAMHEHUH, oOMeHa
JIOTIOJTHUTEIBHON MH(OopMaliel B Tene(OHHON CeTH.

7. V3yunts crek npotokosnoB TCP/IP kaHaneHOTO, CETEBOT0, TPAHCIIOPTHOIO, CEAHCOBOTO
U TIPUKJIATHOTO YPOBHSI.

8. U3yuuth npoTokousl rpymnmsl VOIP: mepenaua peun yepes cetb MHTEpHET Wil APYrUM
IP-ceTsim, mepeiaya JaHHBIX PEaJbHOTO BPEMEHH, TAaKMX KaK BHJIEO, ayIHO, 3BYK, CHMYIISIIUS
yepe3 [P-cetu, mepemaua ayano, BHJIEOKOH(EPEHIM MO CETAM C KOMMYTAIMEeH MakeToOB ¢
HEerapaHTUPOBAHHOW TMPOMYCKHOW CIIOCOOHOCThIO, MHOTOIIEIEBbIC pacimupeHus e-mail
(2TIEKTPOHHOM MOYTHI).

2. MecTo IMCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOM NPOrpaMMbl BbICIHIET 0
oOpa3zoBaHus

I[I/ICI_[I/IHJ'II/IH& OTHOCUTCA K BapHaTHBHOﬁ qaCTu y‘-IC6HOl“O IJ1aHa, Tp}II[OéMKOCTL
JUCIMITIIMHBI COCTaBJISACT 4 3a4yéTHBIE CAWHUIIBI, (bopMa HUTOTOBOI'O KOHTPOJIA — 3K3aMCH.

! 3nech: ISDN — mudpoBast ceTh ¢ MHTErpanuei ciryk0, COBMEINAONIAs YCAYTH Telne(OHHON CBA3U U
obmena manHbiME; IN — WHTENIEKTYyanbHAs CETh, B KOTOPO# pa3beMHEHBI MPOIECCH YIIPABICHUS U
nepenaun nHbopmanum;, CIIC — ceTh nepegaun coodmmennii, VOIP — TexHoorus rnepeaadn roioca mpu
nomortiu IP-nporokona, SDN — nporpammuo koHdurypupyembie cetd, SON — caMoOpraHu3yroIuecs
cet, NFV — BupTyanuzanus ceteBbIX GyHKUUI.


https://ru.wikipedia.org/wiki/ISOC
https://ru.wikipedia.org/wiki/IPsec
https://ru.wikipedia.org/wiki/%D0%90%D1%82%D0%B0%D0%BA%D0%B0_%D0%BF%D0%BE%D0%B2%D1%82%D0%BE%D1%80%D0%BD%D0%BE%D0%B3%D0%BE_%D0%B2%D0%BE%D1%81%D0%BF%D1%80%D0%BE%D0%B8%D0%B7%D0%B2%D0%B5%D0%B4%D0%B5%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%90%D1%82%D0%B0%D0%BA%D0%B0_%D0%BF%D0%BE%D0%B2%D1%82%D0%BE%D1%80%D0%BD%D0%BE%D0%B3%D0%BE_%D0%B2%D0%BE%D1%81%D0%BF%D1%80%D0%BE%D0%B8%D0%B7%D0%B2%D0%B5%D0%B4%D0%B5%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/SIGTRAN
https://ru.wikipedia.org/wiki/VoIP

3. TpeGoBanus K pe3yJbTaTaM OCBOEHHUS AUCHUILIMHBI

B pesynbrare u3ydyeHHs JUCHUIUIMHBI AaclHUpaHT JMAOJDKEH o0JajaTh CIeAyIOUUMU
KOMITETCHIIUSIMU:

a) ynuBepcajabHbiMu Komnerenusimu (YK):

— CIIOCOOHOCTBIO K KPUTUYECKOMY aHAJIU3Y U OLIEHKE COBPEMEHHBIX HAYUHbIX JOCTHKEHUH,
TeHEpUPOBAHUIO HOBBIX MJIEW IPU PEIIEHUH HCCIEeI0BATENIbCKUX M MPAKTUYECKUX 3a]a4, B TOM
YHCIIe B MEKIUCIUIUTMHAPHBIX obmacTsax (YK-1);

0) oomenpodeccuonaibHbIMU KoMueTeHuusivu (OIIK):

— BJIAJICHUEM METOJI0JIOTUEN TEOPETUYECKMX M DKCIEPUMEHTAIbHBIX HCCIEI0BAaHUI B
obactu npodeccronansHoi Aesrenproctu (OIMK-1);

B) npogeccuoHaIbHbIMU KoMneTeHusiMu (I1K):

— CIIOCOOHOCTBIO K CAMOCTOSITEIbHOMY MPOBEACHUIO HAYYHO-HCCIIEA0BATEIBCKOM paboThl U
MOJYYCHUIO HAYYHBIX pe3yJbTaTOB, YIOBJICTBOPSIONIMX YCTAaHOBICHHBIM TPEOOBAHUSAM K
COJIEp’KaHUIO JMCCEPTAllMii Ha COMCKAHME YYCHOW CTeNEeHU KaHIuAaTa HayK MO HaIpaBlICHUIO
2.2.15 Cucremsl, cetd 1 ycTporcTpa TenekommyHukanuit (IK-1);

— CIIOCOOHOCTBIO CTAaBUTh U pelIaTh MPUKIAJAHBIE Yy4eOHO-METOIMYECKUE 3aJauH,
000CHOBAaTh BHIOOP METOJIMK TIPENOIaBaHus CrielaibHbIx qucuuiuind B BY3e (I1K-2).

4. O0béM TMCUNILUTHHBI M BUABI Y4e0HOi#i padoThl

O6mmas TpyA0&EMKOCTh AUCHUILINHBI cocTaBiseT 4 3auétunix enunul (3E).
Bun yae6HO# paboThI Bceero 3E Kypc

AyauTopHbIe 3aHATHSA (BCero)

B Ttom uncne:
Jlexumu (JI) 1 1 -
Cemunapsl (C) 1 0,5 0,5
CamocrosiTesibHasg padora (Bcero)
B Tom gncne:

IloaroroBka k ceMmuHapam 1 0,5 0,5
[Toaroroska pedepara 1 - 1
Bun atrecranuu (3a4€r, 5K3aMeH) JK3aMEH
O6mmas TpyaoéMKOCTh 3a4. efI. 4 2 2
qac 144 72 72

5. Coaep:xanue TUCHUIINHBI

5.1 Conep:xanue pa3ieioB IMCHUILIHHBI

Ne HaunmenoBauue

Coneprxanue pasaeina
/Tl | pa3aena IUCHUTUIIHHBI Acp pasi

1. PassuTne cereii cBsi3u | Dtambl pasButus cetedd ceszu: TrOIl, ToOIT; THOII/ISDN/IN;
+CIIC; +VoIP; NGN (ycmyru: +e-OuszHec, +e-oOydenwe, +e-
npaButenbcTBO); SDN, SON, NFV, cetn 6e3 rpanwuil.

2. HopmatusHble HopmaTtuBHbIe JnOKyMeHTHI U paboume mnpemioxenus (RFC)
JTOKYMEHTHI TAKETHBIX | pa3pa0OTUYMKOB amIapaTypbl, HAIMOHAIBHBIX M MEXIyHapOJHBIX
cerei crangaptusupyromux opranmszanuii  (IEEE, ETSI, ITU, ISO),

COJIEpXKAIIMX TEXHUYECKUE CINenu(PUKAIMK U CTAHJAPTHI,
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CO3JaHHBIC TIOJ] ATUAOW OTKPBITOM opraHuzanuu OO1mmecTBo
Wurepnera (1SOC).

[IpoTokosbl cOTOBOM
CBSI3U

[Mpotokoner rpymmer  Cellular coToBoit cBsi3M W MPOTOKOJIBI
MOJJIEPKKU UHTEepHETa B ceTsix GSM

[IpoTokombI rpynIbI
IP Security

AyTeHTu(]UKaIMsI UCTOYHUKOB JaHHBIX, IPOBEPKA U MOAJEPKaHUE
LEJIOCTHOCTU i jpararpamm [P, 3ammura OT araku HOBTOPHOTO
BOCIIpoM3BelieHUs («mapMmaHkay, replay attack), IP-cmydwunra,
KOH(UICHIIMATFHOCTh TOTOKA JAaHHBIX, TEHepamlus KIIoued u
110JIaBJICHUE YTPO3.

[Iporoxoisr IP
Switching u Sigtran

YcKopeHHe CKOpPOCTHM — Iepeladyd, yBEIMYEHHE IPOIYCKHOU
CIOCOOHOCTH, MEPEKIIOUEHUE [P-nakeros, 00xon
MapLIPYyTU3ATOPOB, WHCTPYKTUPOBAHHE IIPUJIETAIOILETO
(cocennero) ysma 4YTOOBI OH MPHUCOEAMHII METKYy 2 cJof K
yKa3zaHHOMY NOTOKY IP; nmepenada makeroB pa3iuyHbIX MPOTOKOJIOB
yepes [P-o6eptky B IP-ceTsix.

[IpoTtokomnsr SS7

BuekananpHas (out-0f-band) curaanmusanus ¢ 1eJ1bl0 YCTaHOBJICHUS,
TapupHUKaLUHN, MAPHIIPYTH3ALUH TeIe()OHHBIX COCTUHEHH, OOMeHa
JIOTIOJTHUTEIBHON HH(OopMaIyeil B Tene(OHHOM CeTH.

Crek MpoTOK0JIOB
TCP/IP

IIpoTOKOIBI KaHAIIBHOTO, CETEBOT0, TPAHCIIOPTHOI'O, CEAHCOBOI'O0 U
MPUKJIAJHOTO YPOBHSI.

[IpoTokoinbl rpymisl
VolP

Ilepemaua peun uepe3 cerb MurepHer unu apyrum [P-cersm,
nepeaada JaHHBIX PEAIbHOIO BPEMEHM, TaKMX KaK BUJIECO, ayaHo,
3ByK, cumymsauus — yepe3  IP-cetm, mepemaua  ayawmo,
BUJICOKOH(EpeHIIMII 1Mo ceTsM ¢ KOMMYyTaluedl MakeToB ¢
HErapaHTUPOBAHHON MPOMYCKHOM CHOCOOHOCTBIO, MHOTOIIETIEBBIE
pacmupenust e-mail (371€KTpOHHOM MOYTHI).

5.2 Pazaenbl OUCHUIUIMHBI M MEXKIUCUUIUIMHAPHBIE CBA3H ¢ o0ecrneYrnBaeMbIMH
(mocaeayOmMMu) TUCHUNJIMHAMU

Howmepa pa3aenoB naHHON JUCHUTUIMHBI,
HaumeHnoBanue
No HEOOXOUMBIX JJISl U3yueHUs: 00eCreunBaeMbIX
o0ecrieunBaeMbIX
/1 T e ———— (mocneayrommx ) AUCITUTUTHH
Y 1 [ 2] 3] 457 6] 7 8
1. CucreMsnl, CETH U YCTPOUCTBA
> yv p \% \% \% \% \% \% \% \%
TEJIeKOMMYHUKAIUN
2. Nudopmannonnas
\% \% \% \%
0€3011aCHOCTD
5.3 Pa3genan! JMCHUINIINH M BUABI 3AaHATHH
HaumenoBanue paznena Yacsl U1 BUIOB 3aHITHN
No /a1 JUCLIUIUTUHBL Jlexums Cemunap CamocTosTenbHas paboTta
h IToxnroroska k| IToaroroska
ceMHHapam pedepara
1. |PasButue cereii cBA3U 2 2
2. |HopmaTuBHBIE TOKYMEHTHI 2 2
MaKEeTHBIX ceTeil
3.  |IIpoTOKOJIBI COTOBOH CBSI3U 4 4 4 2
4. |TIporokomnsl rpynmsl IP 6 6 6 4

Security



https://ru.wikipedia.org/wiki/ISOC
https://ru.wikipedia.org/wiki/ISOC
https://ru.wikipedia.org/wiki/IPsec
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https://ru.wikipedia.org/wiki/%D0%90%D1%82%D0%B0%D0%BA%D0%B0_%D0%BF%D0%BE%D0%B2%D1%82%D0%BE%D1%80%D0%BD%D0%BE%D0%B3%D0%BE_%D0%B2%D0%BE%D1%81%D0%BF%D1%80%D0%BE%D0%B8%D0%B7%D0%B2%D0%B5%D0%B4%D0%B5%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/SIGTRAN
https://ru.wikipedia.org/wiki/VoIP
https://ru.wikipedia.org/wiki/IPsec
https://ru.wikipedia.org/wiki/IPsec

5. |TIporokossl IP Switching u 2 4 4 4
Sigtran

6. |IIpoTokosbr SS7 4 4 4 8

7. | Crek nporokonioB TCP/IP 12 12 12 12

8. |IIpoTokoubl rpymmsl VOIP 4 4 4 6

Bcero 36 36 36 36

6. Pexomenayemblie 00pa3oBaTe/ibHbIE TEXHOJIOTHH
AKTHBHBIC U HWHTCPAKTUBHBIC (bOpMBI IIPOBCACHUA 3aHATUH MU POKO HCIIOJIb3YKOTCA IIpHU
peanu3anu 00pa3oBaTeNbHONW MPOrpaMMbl. [IpakTHKyeTCsl BOBJICUEHHE acIHUPAHTOB B PadoOTy

JIEUCTBYIOIIUX UcclienoBarenbckux rpynn @I'bY HUUP.

I/IHTepaKTI/IBHbIe 06pa30BaTeJ1beIe TEXHOJOInHd, UCIIOJIL3YEMBIC B AyAUTOPHBIX

3aHATHUAX
Homep | Bun 3ansarus:
Hcnonws3yemas HHTEpaKTUBHAS Koiu-BO
pasznena, | Jsekmus (JI),
oOpa3oBaTenbHask TEXHOIOTHS 4acoB
TEMBbI cemunap (C)
3-8 C CemuHap 36
Hroro: 36

7. YueOHO-MeTOoAMUYeCKOe 00ecIeYeHne CAMOCTOATEeILHON padoThI
acnupaHToB. OLEHOYHBIE CPEACTBA VIS TEKYLIEro KOHTPOJIS yCIeBAeMOCTH,
NMPOMEKYTOYHOM aTTeCTAlMH [0 UTOTaM OCBOCHUS TUCIUIJIMHBI

[Ipy wW3y4eHMM JUCHMIUIMHBI acCHUpPAHT JOJDKEH JOCTaTOYHO MHOro paboTaTh
CaMOCTOSITENIbHO, OCOOCHHO NpH MOArOTOBKE K ceMuHapam. Jlns obecnedueHust 3¢(HekTuBHOrO
YCBOCHUA aCllMpaHTaAMH MATCpHAIIOB JUCHUIINIMHBI aCllUpaHTaM JAaCTCia IEPCUCHL BOIIPOCOB,
KOTOpBIE M3y4alOTC HAa CEMHMHApaX, CIMCOK OCHOBHOM M JOIOJIHUTEIBHON JMTEpPATyphl IS
camocCTOsITeNbHON paboThl. KOHTpoib TeKyliero ypoBHS YCBOEHHS HM3y4YE€HHOrO MaTepuana B
TEYEHHUE CEeMEeCTpa OCYLIeCTBIAThCS MyTéM colecenoBaHuid. MToromas arrectauus IO
JUCIIUIIMHE TPOBOIUTCS Ha 2-M Kypce o0yueHus B 4-M ceMecTpe B popMe IK3aMeHa.

8. YuedHO-MeTOAMUEeCKOe U HH()OPMAIHOHHOE O0ecledeHne JUCIIMITUHbI

8.1. Pexomenayemas qureparypa
a) OCHOBHAas JIUTeparypa
1. T'onoBun F0.A. Hudpopmaunonusle cetu: yueOHUK s By3oB / FO.A. ['onoBum,
A.A. CykonmukoB, C.A. SIkoBneB. — 2-¢ u3., crep. — M.: M3aarensckuii HEHTp «AKaaeMus»,
2013. - 384 c.
2. Amue T.U. Cetu OBM u Tenekommynukanuu: yaed nocobue / T.U. Anues. — CII6:
CIIeI'y UTMO, 2011. - 400 c.

Jlono/THUTeIbHAS JIUTEpaTypa
3. Fompmmnreitn b.C. Cetu cBs3u: yuebnuk st By30B / b.C. onpmnreitn, H.A. Cokoos,
I'.T". fAnoBckwmii. CI16.: BXB-Cankr-IletepOypr, 2010. — 400 c.
4. I'pomos I0.10. VYmpasnenne nanabivMu: yueOHMK / HO.FO. I'pomo, O.I'. iBaHOBa,
A.B. fIxoBies, B. I'. Ognoasko. — Tam60B: U3n-so @I'BOY BIIO «TI'TVY», 2015. - 192 c.
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5. Bacun H.H. Cuctemsl u cetn nakeTHOH KoMMyTauuu: KoHcnekT jekiuid. / H.H. Bacun.
— Camapa: ®I'OBY BIIO III'YTH, 2012. — 360 c.

6. LORA. Cern mepenaun naHHbIX Ha Oomnbinme paccrosHus LoRaWAN: mpesenrtarus.
2015. - 105 c.

7. TaBpunoB A.B. KommbioTepHble CETH M CETEBbIE TEXHOJOTMU: HWH(POpPMATHKA U
nH(popMaMoOHHBIE TeXHOJIOTHH: JieKIus (pe3enTarus). HI'TY. 2014. — 78 c.
8. IIpoTokonsl HHPOPMAITMOHHO-BRIYUCIUTENbHBIX ceTell: CrnpaBoynuk / C.A.AHUYKHUH,

C.A.benos, A.B.bepumrelin u np.; [lon pen. 1. A. Musuna, A.I1. Kynemoga. - M.: Paauo u cBsi3b,
1990. - 504 c.

8.2. lIporpammHuo-undopmanuonHoe odecneyenue (MuTepHeT pecypcebl)
ITporpammusie cpeacrea MS Office, Bkimouas MS Excel, MS Visio.

9. MaTepHaJIbHO'TeXHI/IquKoe o0ecrneuyeHue TUCHUIIINHBI

JIexMOHHO-AEMOHCTPALIMOHHBIN KJ1acc.
[IpoekTop.
Komnsrorepsl, ¢ noaknodeHuem Kk HTepHery.



AHHOTauMs padoveil NPOrpaMMbl JTUCHUILTHHbBI

CETEBBIE ITPOTOKOJIBI

Hampasnenune noarorosku:2.2.15 Cucremsl, CETH U yCTPONWCTBA TEIEKOMMYHHUKALUN

[Tpoduns moaroToBku:2.2 — DNEKTPOHHKA, (POTOHHUKA, TPUOOPOCTPOCHHE U CBSI3b

KBanudukamnus BbITyCKHHKA: UCCIEI0BATENb, IPENoJaBaTeIb-UCCIIe0BATENb

®dopma o0yueHHs: OuHasl.

OO61mas Tpy10€MKOCTh TUCLUIUIMHBI, U3y4yaeMol Ha 1-M M 2-M Kypcax IO HalpaBICHUIO
HOJArOTOBKH, cocTaBisieT 4 3auéTHble efAuHUlbl. PopMa KOHTPOJIS M3Y4YEHUs TUCLMIUIMHBI —
9K3aMeH Ha 2-M Kypce 00yueHHs.

Lesn v 32724 0CBOECHHS TUCHHIITTAHBI
Llenp mnpenonaBaHus AUCIHUILIMHBL BOOPYKUTH ACHUPAHTOB 3HAHUSMHU TIPUHITUTIOB
MIOCTPOCHHSI COBPEMEHHBIX M MEPCIEKTUBHBIX TEICKOMMYHHKAIIMOHHBIX CETeH C MaKeTHOM
TEXHOJIOTHEH Mepenadn, XpaHeH!s 1 00pabOTKU HHPOPMAIIHH.
3amayn OCBOCHHUSI IUCIUTUIUHBIL:
1. O3nakomuthes ¢ stanamu pas3Butus ceredd cszu: TrOIl, TOIL, THOIIISDN/IN;

+CIIC; +VoIP; NGN (ycmyru: +e-6usnec, +e-o0yuenue, +e-npaButenbetBo); SDN, SON, NFV,
ceTu 0e3 TpaHuIl.

2.V3yunTh HOpPMaTHBHBIC IOKYMEHTHI M paboune mnpemnoxenus (RFC) coszmarotcs
pa3pabOTYMKOB  ammapaTypbl, HAIUOHAIBHBIX W MEXKIYHApOJHBIX CTaHIAPTHU3UPYIOIINX
oprauusarii (IEEE, ETSI, ITU, 1ISO), conepkaimux TeXHHYSCKHE Crieliu(UKAUU ¥ CTaHIaPThI,
CO3JIaHHBIE TTOJT ATUION OTKpbITOH opranu3zanuu Oo6mectBo Murepuera (1ISOC).

3. U3yuuts npotokossl rpymmsl Cellular coToBoit cBsi3M M MPOTOKOJBI MOIACPIKKH
uHTepHeTa B cetax GSM.

4. N3yunts mportokosbl rpymmbl IP - Security: ayreHTH(HKAIMs HCTOYHHKOB JaHHBIX,
NpoBEpKa W TOJJEp’KaHHe LEJIOCTHOCTH s jaararpamm [P, 3ammuTa OT aTraku MOBTOPHOTO
BOCIIPOM3BEJCHUS («IIapMaHKkay, replay attack), IP-cnydunra, xoHduaeHIHanbHOCT MOTOKA
JTAHHBIX, TeHepaIys KIIF0Yel U MO0IaBJIeHHE YyIpo3.

5.M3yunth mnporokonsl IP Switching u Sigtran: yckopeHue CKOpPOCTH TepeaadH,
yBEJIMYEHUE MPOMYCKHON CIOCOOHOCTH, nepekitoueHue [P-nakeroB, 06Xoa MaplipyTU3aTopoB,
WHCTPYKTUPOBAHHE MPHIIETAIONIETO (COCEIHEro) y3i1a 4ToObl OH MPUCOSIMHUI METKY 2 CIIOSI K
yKazaHHoOMY noToky IP; nepenaya nakeToB pa3ianMuHbIX IpOTOKOJI0B uepe3 [P-o0epTky B IP-ceTsix.

6. M3yunth mporokonsl SS7: BHekaHanbHas (out-Of-band) curHanmmzamust ¢ menbro
YCTAQHOBNICHUsI, Tapu(UKAIMHM, MapUIpyTU3alUK  TeleDOHHBIX  COEAMHEHUH, oOMeHa
JIOTIOJTHUTEIBHON HH(opMaIel B TeneOHHON CeTH.

7. V3yunts crek npotokosnoB TCP/IP kaHanpHOTO, CETEBOT0, TPAHCIIOPTHOTO, CEAHCOBOTO
Y TIPUKJTATHOTO YPOBHSI.

8. 3yunts mpotokoisl Tpynmsl VOIP: nepempada peun yepe3 cetb HTEpHET MM IpyruM
IP-ceTsim, mepeiaya JaHHBIX PEaTbHOTO BPEMEHHM, TaKMX KaK BHJIEO, ayIHO, 3BYK, CHMYIISIIHS
yepe3 [P-cetu, mepemaua ayawo, BHJICOKOH(EPEHIMA MO CETAM C KOMMYTAIMEH MaKeTOB C
HETrapaHTUPOBAHHOW TPOMYCKHOW CIIOCOOHOCTBhIO, MHOTOIIEJEBbIE paciuupeHus —e-mail
(37IEKTPOHHOM MOYTHI)
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TpeboBaHus K pe3yJibTaTaM 0CBOEHMS IV CHUIITHHBI

B pesynbrare u3ydeHHs IUCHUIUIMHBI AaclHUpaHT MAODKEH 00JaJaTh CIeAyHOUIMMU
KOMIIETECHIUSIMHU:

a) yHuBepcaJbHbIMHU KoMneTeHnusaMu (YK):

— CIIOCOOHOCTBHIO K KPUTUUECKOMY aHAIM3Y U OLIEHKE COBPEMEHHBIX HaYUHbIX JOCTHKEHUH,
T€HEPUPOBAHUIO HOBBIX MJEH MU PELICHUU UCCIEN0BATEIBbCKUX U MPAKTUYECKUX 33734, B TOM
YHCIIe B MEKIUCIUIUTMHAPHBIX obmacTsax (YK-1);

0) oomenpodeccuonanibHbiMu kKoMuereHuusavu (OIIK):

— BJIAJICHUEM METOJO0JIOTUEH TEOPETUYECKUX W OSKCIEPUMEHTAIBHBIX HCCIIEIOBaHUI B
obmactu npodeccronansHoi Aesrenproctu (OIMK-1);

B) npogeccuoHaIbHbIMU KoMneTeHnusamu (I1K):

— COCOOHOCTBIO K CaMOCTOSITEIbHOMY IIPOBEJCHUIO HAYYHO-UCCIIE0BATEIbCKON pabOThI U
MOJYYCHUIO HAYYHBIX pe3yJbTaTOB, YIOBJIECTBOPSIONIMX YCTAaHOBICHHBIM TPEOOBAHUSAM K
COJIEpP’KaHUIO JAMCCepTalMii Ha COMCKaHHE YYEHOW CTEeNeHM KaHIuAaTa HayK MO MPOQUIIIO
(mayunoit cnenumanbHocTH) 05.12.13 «CucTteMbl, cCeTM M YyCTpPOWCTBAa TEIEKOMMYHHUKALUI»
(TIK-1);

— CIIOCOOHOCTBIO CTAaBUTh M pEIIaTh MPUKIAJHBIE Y4eOHO-METOAWYECKHE 3aJ1ayu,
000CHOBATh BHIOOP METOIMK TIPENOaBaHus CrieHaIbHbIX qucuuiuind B BY3e (ITK-2).

OcHoBHBIE pa3iesbl IUCHUILTHHBI

Pa3Butue ceren cBsA3u

HopmaTuBHBIE TOKYMEHTBI ITAKETHBIX CETEN
IIpoTOKOIBI COTOBOM CBSA3U

[Mporokomnsl rpymmsl IP Security
IMTporoxkossl IP Switching u Sigtran
[TpoTokoner SS7

Crek nporokonoB TCP/IP

© N o 00~ w0 DR

[Tpotoxosnsl rpynmst VOIP

Pazpabotunku: Beepnany B.3., Jupextop HTIl A OSMC ®I'bY HUUP,
J.T.H.
MeipoBa JI.O., Begymmii Hayusbsiii corpynHuk HTIL[ A
OMC ®I'bY HUUP, n.1.H.
Kopx B.A,, 3aMECTUTEIIb JUPEKTOpA
HTIL[ A ODMC ©I'bY HUWUP, k.T.H.
NBankoBuu M.B., 3amecturens gupextopa L[[UIIBTC
OI'bY HUNP, x.T.H.
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